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Abstract.

Safety-critical and hazardous mobile machines must not only be technically safe, but also
require a validation process with increasing demands on process quality, traceability, and
reproducibility as the required safety level rises. Since safety functions (SF) often operate
close to safety limits, validation by physical testing is associated with high effort and late
availability; therefore, systematic simulation-based testing is considered as an early, safe
and repeatable alternative. This paper presents a systematic simulation-based validation
approach using a digital model that represents the aspects of machine structure and
kinematics, drive and control subsystems, and safety-related software algorithms within a
physics-based simulation environment. The method is derived from a Safety Function-
FMEA (Failure Modes & Effects Analysis) [4, 10] in combination with Failure Modes,
Effects & Diagnostic Analysis (FMEDA) [3, 10] to define relevant failure modes, test
conditions, and diagnostic expectations. These failures are implemented in the digital model
as targeted fault injections via virtual sensors and manipulators, enabling controlled and
adjustable experiments for machine-level assessment of system response, failure detection,
and diagnostic performance. The implementation is carried out using a digital model [1, 14]
in DSHplus® [1, 2] (1D simulation of hydraulics, mechanics and controls) By integrating
the digital model into the Cube® platform [1,2], the simulation environment is extended to
a digital twin, enabling automated parameter management, test execution, and result
evaluation in a reproducible workflow according to established definitions. In addition to
verifying logic and algorithms, the approach is aligned with relevant functional safety
requirements and processes such as ISO 13849 [8], ISO 19014 [7] and ISO 26262-
8, Clause 11 [9], supported by tool assessment and complemented by model validation and
plausibility checks. The approach is demonstrated using the safety function for working
range limitation of an excavator and shows how digital-twin-based fault injection testing can
provide traceable evidence for early, standard-compliant validation before physical
prototypes are available or dangerous tests have to be carried out.
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1. INTRODUCTION

The development of safety-related parts of control systems (SRP/CS)[8] in mobile
machinery with increasing levels of automation requires a systematic evaluation of safety
functions to ensure reliable operation in the event of failures. Functional safety is not only a
regulatory requirement defined by standards such as ISO 13849 [8], ISO 19014 [7], but also
a key contributor to the operational performance and acceptance of automated and (semi-)
autonomous mobile machines. With increasing automation, safety functions are required to
operate close to physical and functional limits, which significantly increases the complexity
of their development and validation. In conventional development processes, the validation
of safety functions is often time-consuming, labour-intensive, and usually only feasible in
late development stages. This late availability delays the detection of safety-relevant design
weaknesses and increases development effort and costs, particularly when design iterations
become necessary. At the same time, safety standards demand traceable and reproducible
evidence that safety functions meet the required Performance Level (PL) [8], which further
increases the pressure on high-quality development and validation processes, especially for
highly dangerous machines according to new machinery directive in which notified bodies
have to be involved along with the development. In current industrial practice, these
challenges are primarily addressed through extensive hardware-based testing and analytical
safety assessments such as FMEA [4,10] and FMEDA [3, 10], which are however largely
limited to late development stages and component-level evaluation. To address these
challenges, automated and simulation-based validation methods are increasingly considered
as a means to enable early, repeatable, and cost-efficient testing of safety functions. In
addition, such methods must not only reproduce nominal machine behaviour, but also allow
systematic investigation of failure conditions in order to support functional safety validation.
In this context, safety functions are distributed across multiple technical domains, including
machine structure and kinematics, hydraulic or electric actuators, electronic hardware such
as sensor, controllers and software algorithms. Ensuring functional consistency across these
domains requires validation methods that operate at machine level rather than at isolated
subsystem or component level. The approach presented in this paper follows a structured
validation process in which Safety Function-FMEA [4, 10] and FMEDA [3, 10] results are
transferred into a physical-based digital model of the machine. This digital model is used to
execute systematic fault-injection simulations, enabling automated evaluation of safety
function behaviour at machine level. By embedding the simulation model into an automated
workflow environment, parameter variations, test execution, and result evaluation can be
managed in a traceable and reproducible manner. Figure 1-1. illustrates the structured
validation process followed in this work.
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2. EXCAVATOR USE CASE AND SAFETY FUNCTION SCENARIO

The proposed approach is applied to a representative use case of a (semi-)autonomous
excavator equipped with the safety function “Avoid bucket collision with detected obstacle”
for a hydraulic excavator. This function ensures that the bucket movement is automatically
stopped before a potential impact occurs and requires a performance level PL = d. The
presented simulation model represents the safety-relevant machine behaviour and includes
the subsystems kinematics, the hydraulic system, sensors and the control algorithms required
to analyse the selected safety function. Figure 2-1 shows in the top the excavator test without
failure injections. The sequence illustrates the excavator bucket approaching the obstacle
(a), detecting it (b), and stopping automatically before contact (c). This test verifies the
correct operation of the implemented safety function under nominal conditions.
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Figure 2-1. Excavator movement limit function: (c) Bucket approaching, (b) entering
critical Obstacle Distance, (a) Bucket stopped [11, 12]

The bottom area of Figure 2-1 illustrates the determination of the speed scaling factor for
the movement limiter. The speed scale on Y-axis is tracked against the distance to the
obstacle on the X-axis. The red line shows the maximum speed curve for each distance. In
section D, full speed is allowed and now speed reduction is applied. In the section C, set
speed is limited along the red line. Values above the red line are reduced accordingly, values
below the red line pass without reduction. Minimum speed is applied in the section B to
approach obstacle slowly until safe stop is achieved in a safe offset distance to the obstacle
in section A. Based on the operator-defined boundary limits, potential collision points of the
work equipment are identified and extended by circular safety offsets this way. The
maximum and minimum x- and z-position of these points are assigned to the corresponding
boundaries. If multiple boundaries are active, the smallest scaling factor is applied to all
drives of the excavator. The resulting scaling factor is multiplied with the set speed input
and transmitted to the valve solenoid via the main PLC.
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2.1. Possible Failures and Effects

During approach of an obstacle, various failure conditions can affect the safe execution of
the movement limiter function. The following failure modes are typical examples derived
from the Safety Function-FMEA [4, 10] and do not constitute a complete list:

(A.) Sensor drift or sensor offset, i.e. a gradual or constant deviation of the sensor
signal from the actual value, can delay obstacle detection, increase the stopping
distance or cause a collision;

(B.) Hydraulic valve malfunction, e.g. a stuck spool, can prevent the actuator from
stopping even when the stop command is issued;

(C.) Signal loss or signal degradation, i.e. a temporary or intermittent reduction in
signal quality (e.g. noise, dropouts or reduced resolution), can lead to incorrect
interpretation of the machine status and uncontrolled movements of the actuator;

These effects directly influence the reliability of the stop function and must be validated to
ensure compliance with ISO 13849 [8] and the associated functional safety standards.

2.2. Objective of the Investigation

The objective of this investigation is to evaluate the diagnostic behaviour of the safety
function “Avoid bucket collision with detected obstacle” implemented by the movement
limiter under selected failure conditions derived from the Safety Function-FMEA [4,10].
The safety function limits hazardous machine movements in the relevant directions, with the
bucket—obstacle collision used as a representative use case. The focus is on assessing failure
detection, system response, and diagnostic coverage using simulation-based fault-injection
tests. Test success is evaluated by comparing the achieved diagnostic coverage (DC) with
the required DC larger than 90% for PL d in a Category 2 safety function structure.

3. SIMULATION MODEL
3.1. Machine Model

The simulation model represents the excavator including its hydraulic actuators, control
logic and virtual sensing system. All safety-relevant components are connected according to
a Category 2 structure, consisting of a functional channel and an independent test channel
for periodic diagnostic checking, as defined in ISO 13849 [8]. Figure 3-1 shows the
simulation model consisting of an excavator model (2) that is moved by the hydraulic control
system (1). The excavator model provides information about coordinates of the bucket tip
(2B), but also outputs the angular values for each steel part of the attachment, so that sensor
raw data can be generated and signals used in the test equipment (4). Sensor data feeds the
movement limiter function (3) that can scale the control command (7). The test equipment
(B) compares deviations between the redundant sensors signals and can deactivate a
hydraulic pilot pressure switch (6) if critical deviations outside the tolerance band of +/-
2°are detected. The model also features an integrated manipulator (A) used for failure
injection and signal variation of the arm angle sensor. The functional channel processes the
sensor signals of the safety function, including redundant sensor inputs, whereas periodic
diagnostic checking is realised via an independent test path in accordance with the applied
Category 2 architecture. The manipulator (A) is used exclusively in the simulation to inject



defined failures derived from the Safety Function-FMEA [1, 10] into the signal paths, shown
in Figure 3-1 to extend the simulation model for the representation of sensor-related failure
scenarios. The hydraulic enable block (C) represents the actuation path for implementing
and observing failure effects on the physical system behaviour. This setup supports the
systematic assessment of the diagnostic performance by analysing failure detection
behaviour and achievable diagnostic coverage under controlled failure conditions, following
established principles of model-based diagnosis and failure-tolerant control [15, 16]. The
simulation model as such represents a digital model of the machine, as it reproduces
structure, behaviour, and failure responses without direct coupling to a physical asset.
Figure 3-1 shows the simulation model structure with manipulator (A), test equipment (B),
and hydraulic enable path (C) according to a Category 2 architecture.
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Figure 3-1. Simulation Example of Digital Model with Manipulator for an Excavator Arm
representing Category 2 Structure according to ISO 13849 [8, 11, 12]

3.2. Valve Model

The directional control valve (1A in Figure 3-1) is modelled in detail to analyse the influence
of mechanical failures on system behaviour. The focus is on the main valve stage, where
effects such as increased friction, temperature-dependent spool motion, or a stuck valve
spool can occur. Such failures can lead to unsafe machine states if the hydraulic actuation
continues even though a stop command is requested. For this purpose, the valve position is
derived from the equilibrium of forces on the spool that includes also terms for viscous



friction in the housing bore and a dry friction force that can be externally applied by the
force manipulator D. The valve is actuated via electro-hydraulic pilot valves, which generate
a differential pilot pressure acting on the ends of the main valve spool. This pilot pressure
shifts the spool against spring forces, which in turn controls the hydraulic flow to the
actuator. In the simulation model, external manipulation of the spool friction is used to
reproduce an undesired stuck condition of the valve spool. The simulation example
Figure 3-1 illustrates a failure scenario in which the valve spool remains stuck after a stop
command. Although a corresponding closing signal is activated, the hydraulic flow is not
fully interrupted and the actuator does not stop as intended. Reproducing this malfunction
in the simulation allows the evaluation of control logic responses and virtual sensing
mechanisms, as well as the assessment of potential countermeasures such as additional
stroke sensing or parameter monitoring.

3.3. Test Procedure derived from FMEA

This section describes the execution of the simulation-based fault-injection tests and the
associated evaluation workflow. The excavator simulation starts with arm and bucket
cylinder at total extension, so that bucket is close to the cabin and bucket teeth. Both, arm
and bucket cylinder are simultaneously retracted, so that arm moves away from the cabin
and bucket turns leading to a bucket moving towards the obstacle. Under normal conditions,
a movement limiter reduces speeds of arm and bucket with regard to the distance and stops
without colliding. Defined failure scenarios are introduced at specific simulation times, and
the system response is analysed using consistent evaluation criteria. An overview of the
considered failure scenarios and their corresponding test objectives is provided in Table 3.1.

Table 3.1. Simulation-based Fault-Injection Scenarios and Evaluation Objectives for the
Safety Function “Avoid bucket collision with detected obstacle” [10, 11, 12, 15, 16]

Injected failure

R Description
scenario

Diagram reference

Calibration /
degrading failure

Evaluation of the influence of sensor drift on
failure detection time and final stop position
during bucket motion.

Failure Detection —
Drift vs. Movement
/ Time

Performance
test of bucket
movement

Assessment of start and stop dynamics and
their effect on the timing accuracy of failure
detection and controlled stopping behaviour.

Failure Detection —
Drift vs. Stop
Position over Time

Total failure of
inclination sensor

Analysis of the impact of complete inclination
sensor signal loss on stop distance, safety
margin to the obstacle, and diagnostic
response.

Failure Detection —
Inclination Sensor
Offset

Stop behaviour

Evaluation of the influence of increasing
angular offsets on stop distance and diagnostic
tolerance within the specified sensor accuracy
range.

Failure Detection —
Inclination Sensor
Angular Offset

Each virtual experiment follows a defined sequence answering the key questions of the test

design:



(A.)Baseline simulation: The machine is simulated under nominal conditions to
establish reference curves for pressure, flow and velocity. This serves as a
benchmark for later comparison with failure scenarios;

(B.) Fault-injection: A selected failure mode, such as sensor drift, offset, or valve
friction is activated at a predefined simulation time using the manipulator module.
All test parameters are managed and executed automatically within Cube® [1, 2],
ensuring repeatability and efficient data handling.;

(C.) Detection analysis: The system response is analysed to determine the safe failure
detection time tyepeq, defined as the interval between failure activation and
detection by the diagnostic logic. Diagnostic performance is evaluated using two
complementary coverage measures: DC; rqire » addressing time-based detection
behaviour, and DCjy position addressing the remaining permissible positional
margin at the time of detection. This combined assessment supports a differentiated
evaluation of diagnostic effectiveness with respect to temporal detection and
positional safety, particularly for slowly developing failures;

(D.) Diagnostic evaluation: Based on ISO 13849 [8], the Diagnostic Coverage
(DC) [8] is used to assess the effectiveness of the implemented diagnostic logic,
while the time-resolved evaluation of failure detection follows system-level
validation principles as defined in ISO 26262 [9]. The critical detection time
taetect criticar 18 defined as the maximum allowable detection time interval derived
from the safety function requirements. DC is calculated as the ratio of this critical
detection time to the reference cycle time t;y e rer and expresses the proportion of
failures that can be detected within the allowable detection time interval;

The described evaluation approach enables a quantitative basis for comparing diagnostic
quality across different failure types. The systematic approach enables direct comparison of
failure scenarios and yields quantitative results on detection speed, reaction behaviour, and
overall robustness. By combining DSHplus® [1, 2] with Cube® [1, 2] automated evaluation
functions, a large number of test cases can be executed efficiently, forming the basis for the
result analysis presented in Chapter 4.

3.4. Data management system structure for automated simulation

The virtual test setup for evaluating the excavator’s stop function was realised in a combined
simulation and automation environment. The excavator system model, including the
machine structure, kinematics hydraulic components, and safety-related logic, was
implemented in DSHplus® [1, 2], while parameter management, simulation control, and
result evaluation were executed in the Cube® platform [1, 2]. The interaction between the
simulation model and the workflow environment is based on a structured exchange of
parameters, simulation control signals and result data, enabling automated, repeatable and
traceable fault-injection testing of safety-relevant functions. Based on the system structure
and data flow shown in Figure 3-2, the automated testing approach relies on a systematic
parameterisation of test conditions applied within the simulation model. Test-relevant
parameters are provided to the DSHplus® [1, 2] simulation model, where the fault-injection
tests are executed and the dynamic system behaviour is calculated. The resulting simulation
data are then transferred to the Cube® [1,2] workflow environment for automated
processing, evaluation, and visualisation, ensuring that every test case is executed under



clearly defined and reproducible conditions. This separation between simulation execution
and result evaluation allows fault-injection tests to be automated and repeated without
manual interaction with the simulation model.
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Figure 3-2. System Structure and Data Flow between DSHplus® and Cube® [1, 2]

The parameter set used for automated testing comprises several categories. Failure-related
parameters describe the type and characteristics of the injected failure, such as the failure
mode, activation time, magnitude, and duration. These parameters are directly derived from
the Safety Function-FMEA [4, 10] and FMEDA [3, 10] results and represent the analytical
basis for fault-injection testing. Machine operating conditions define the system state at the
start of each test, including machine position, velocity, load conditions, and actuator states,
ensuring that safety functions are evaluated under representative operating scenarios. In
addition, environment-related parameters may be considered, for example the presence of
obstacles or moving objects within the working area, if relevant for the investigated safety
function. Sensor-related parameters, such as sensor placement or signal availability, allow
the influence of sensing configurations on failure detection and diagnostic behaviour to be
analysed. Finally, software-related parameters define internal settings of the safety function
implementation, including limit values, timing parameters, and logic configurations used for
monitoring and failure detection. All parameter variations are defined at workflow level and
transmitted automatically from Cube® [1,2] to DSHplus® [1,2] as input data for
simulation execution. Simulation control, parameter transfer, and result feedback are
handled within the automated workflow, allowing a large number of test cases to be executed
efficiently. The resulting data, including system response, detection times, and diagnostic
states, are returned to Cube® [1, 2] for structured processing and evaluation.

4. SIMULATION RESULTS

The conducted simulations show how the digital machine model and the automated
workflow can be used to analyse functional safety aspects under defined failure conditions.
The results illustrate how individual component and system failures influence the diagnostic
behaviour of the safety function “Avoid bucket collision with detected obstacle”. The
evaluation is performed both at virtual machine level and at system level with a focus on
hardware-related failures. Based on simulation-based fault-injection, the diagnostic
coverage is assessed in a structured and reproducible manner. The automated Cube
workflow enables a process-safe and transparent evaluation, comparable to established
SIL (Software-in-the-Loop) or HIL (Hardware-in-the-Loop) test procedures and allows
efficient iterations in the process, e.g. when modifications in the algorithms become
necessary. It can be used to automatically generate diagrams and key-figures that support
the approval process. In addition, the simulation results are compared with the original data-



sheet-based evaluation approach, allowing additional insights and recommendations for the
assessment of diagnostic coverage to be derived.

4.1. Investigation of Sensors Failures

Sensor-related failure effects on the safety function are analysed based on time-dependent
signal behaviour. Characteristic signal trajectories of sensor output, hydraulic enable signal,
cylinder position and actuator pressure are evaluated to illustrate the interaction between
sensor failures, diagnostic logic, and system response. This allows a clear distinction
between normal operation, detected failures and undetected failures, as well as the
assessment of delayed failure recognition and its impact on the stop response. To represent
safety-relevant sensor failures derived from the Safety Function FMEA, one of the
redundant inclination sensor signals is manipulated. The applied failure patterns include
time-dependent drift and step-like deviations, while the second redundant sensor provides
the nominal reference signal. The diagnostic logic monitors the deviation between both
signals and classifies a failure as detected once the predefined diagnostic threshold is
exceeded. The resulting system behaviour is illustrated in Figure 4-1.
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Figure 4-1. Sensor Drift, normal Operation, detected & undetected Failures [11, 12, 15, 16]

Normal operation has no error and applies the reduction ratio from the movement limiter to
stop the bucket at 7000 mm in a reference cycle time tcycerey = 6.6 sec. In the detected
failure case, the injected deviation exceeds the diagnostic threshold, leading to deactivation
of the hydraulic enable signal and thus, immediately stops movement at 4000 mm.
Undetected failures remain below the threshold and therefore do not trigger the stop
command, despite deviation of the manipulated sensor signal from the nominal signal. The
failure causes a stop exceeding 7m and thus causes a collision with the obstacle. The results
demonstrate the influence of failure severity on detection capability and confirm the
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suitability of the simulation-based approach for assessing diagnostic coverage for sensor-
related failures.

4.1.1 Sensor Drift

Figure 4-2(a) shows the bucket position at failure detection and the corresponding stop
position for different sensor drift rates. Higher drift rates lead to earlier detection and shorter
stopping distances, ensuring collision avoidance. Medium drift rates are detected sufficiently
early but operate closer to the defined safety limit. Very small drift rates result in late
detection or remain within tolerance, reducing the available safety margin. The results
highlight the relevance of defined tolerance bands for achieving sufficient diagnostic
coverage. The left-shift of the —0.5 °/s curve results from late detection at small bucket
displacement.
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Figure 4-2. Failure Detection Characteristics [11, 12, 15, 16]

Figure 4-2(b) relates the time of fault-injection to the bucket position at stop. Faster drift
rates cause early detection shortly after failure onset, whereas slower drifts lead to delayed
detection closer to the obstacle. This behaviour demonstrates the time-dependent nature of
drift faults and underlines the criticality of slow sensor drifts for diagnostic algorithms. For
the automated data processing, the time-based diagnostic coverage DC; _fqjpre 18 calculated
according to equation (4.1) using the simulation-derived detection timing for the failure
setting crashing into the obstacle and the reference cycle time teycie ref:

tfailure occurance,crash+4tgetect
DC¢ faiture = x 100 (4.1)

t cycleref

In addition, a position-based diagnostic coverage DCy position 18 introduced. The DCosition
describes the ratio of the position at which failure occurrence leads to a crash and the position
of the obstacle and is defined as equation (4.2):

— Xfailure occurance,crash X 100 (4 2)

DC it
X_position
-P Xobstacle

The quantitative results for the investigated drift cases are summarised in Table 4.2. The
results show that the two DC values differ from each other, but also that the demanded rate
of 90% and higher could not be performed by the current design and algorithm of the
movement limiter. A higher absolute drift rate corresponds to a more severe sensor failure,
leading to a faster deviation of the perceived inclination from the actual machine state,
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whereas smaller drift rates represent slowly developing failures that are typically more
challenging to detect in time. The selected drift rates of —2°/s, —1°/s, and —0.5°/s therefore
allow the diagnostic behaviour to be evaluated under clearly differentiated failure dynamics,
while all other boundary conditions remain unchanged. This ensures that differences in
detection time and diagnostic coverage can be directly attributed to the severity of the
injected sensor drift.

Table 4.1. Quantitative Results for different Inclination Sensor Drift Rates obtained from
Simulation-based Fault-Injection Test for a reference Cycle Time of 6.6 sec

Drift | Atgerect X
At DCfqi DCop iy
Case rate S detect tfailure mm xposition
Se | s (% il
Dl -2°/s 5.6 0.89 98.33 5750 82.14
D2 -1°/s 4.6 1.42 91.21 3600 51.43
D3 -0,5°/s 2.6 2.93 83.78 3600 51.43

The results in Table 4.1 show a clear relationship between drift severity, detection time, and
diagnostic coverage. Larger drift rates lead to shorter detection times, as the sensor signal
reaches the diagnostic decision limits more rapidly. Consequently, the proportion of the
admissible reference cycle time during which the failure is detected increases, resulting in
higher DCy;,, values. In contrast, smaller drift rates result in a more gradual signal deviation
and longer detection times. This reduces the available safety margin before the permissible
displacement is exceeded and leads to lower diagnostic coverage. The complementary
metric DCposition Turther highlights how early failure detection preserves spatial safety
margins, underlining the criticality of slow sensor drifts. The result illustrates that the
diagnostic effectiveness is not only determined by the implemented logic itself, but also
strongly depends on the temporal characteristics of the failure itself. This underlines the
importance of time-resolved, system-level fault-injection testing for evaluating diagnostic
coverage beyond static or datasheet-based assumptions.

Figure 4-3 illustrates the relationship between the sensor drift rate and the time to failure
detection At. Failure detection occurs once the predefined +2° tolerance band is exceeded
(to be verified in the simulation). The results show that higher drift rates are detected earlier,
while slow drift rates lead to significantly delayed failure detection. The depicted trend
follows a nonlinear inverse relationship.
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Figure 4-3. Failure Detection Characteristics [11, 12, 15, 16]
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In addition, Figure 4-3 shows clearly that high drift rates are uncritical, as detection occurs
early and sufficient safety margins remain. In contrast, slow sensor drifts are critical, since
failure detection happens late and close to the safety limit, reducing the available stopping
distance. This behaviour of slowly developing sensor drifts motivates the introduction of an
intermediate Zone B in the safety algorithm, where operation continues at reduced speed
before a safe stop in Zone A with a defined distance to the obstacle is initiated. Figure 4-3
therefore emphasizes the importance of defined tolerance bands and staged safety reactions
to ensure adequate diagnostic coverage for slow sensor drifts.

4.1.2 Total and offset failures

Figure 4-4 illustrates the influence of inclination sensor offset failures on the diagnostic
behaviour of the safety function in accordance with the principles of ISO 13849 [8] and
ISO 19014 [17]. In contrast to drift failures, an offset represents a static deviation and leads
to a constant discrepancy between the redundant inclination sensor signals. Figure 4-4(a)
shows the resulting bucket stop position for angular offsets of 3° started at different time
instants during the bucket approaching the obstacle. As the offset does not increase over
time, failure detection is determined by the absolute deviation relative to the defined
tolerance band of +/- 2°. Variations in the resulting stop position are caused by the system
state at the time of fault-injection. The distance shown represents the absolute bucket
position relative to the obstacle highlighted by the red line. Figure 4-4(b) presents the
evaluation for increasing offset magnitudes. Offset values within the permissible angular
tolerance band of +/- 2° are handled by plausibility monitoring in the test equipment of the
safety function and do not lead to a safety reaction. The system fails to react for negative
offset values as stop positions are beyond the limit of 7000 mm. Positive offset values bring
the system to the safer side and stop in front of the obstacle instead. Once the offset exceeds
the predefined diagnostic threshold, the inconsistency between both sensor signals is
detected and the stop command is initiated. This behaviour is consistent with the diagnostic
principles defined for Category 2 architectures according to ISO 13849 [8], where
systematic sensor failures are detected by periodic or continuous plausibility checks. The
results indicate that the applied tolerance band method in the movement limiter may lead to
stop position deviations of up to 100 mm, therefore an additional safety offset distance in
stop area Zone A, Figure 2-1, is recommended.
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4.2.

The results for wrong valve actuation behaviour and an active movement limiter are
illustrated in Figure 4-5. In the friction scenario shown in Figure 4-5a, the valve spool opens
to 40% that only allows a slow movement of the bucket while approaching the obstacle. The
friction in the valve spool gap delays the valve closing after the stop demand at 4 sec. As a
consequence, the valve spool stroke decreases progressively until the actuator motion comes
to a standstill at an effective stroke of approximated 20% that is below the positive overlap
of the metering edge geometry. The valve closing time of few seconds indicate, that the such
frictions can become more serious when the valve already has higher openings before stop
command is initiated. In contrast, the stuck piston failure illustrated in Figure 4-5b
represents a mechanical blockage of the valve spool that avoids the valve closing. The stop
command at 5 sec cannot be executed by the valve spool. The valve opening remains at 60%,
so that the hydraulic flow is still further transmitted to the actuator. As a result, the bucket
does not stop in front of the obstacle. Both behaviours indicate a total loss of controllability
and a decoupling between the control signal and the physical actuator response.

Valve spool behaviour

Friction ramp - bucket stops in undefined position in front of wall

Piston stuck - bucket does not stop in front of wall
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Figure 4-5. Comparison of friction-induced and mechanically blocked piston behaviour in
the hydraulic valve section [11, 12, 15, 16]

The resulting bucket stop behaviour is shown in Figure 4-6(c) and Figure 4-6(d). In the
friction ramp scenario shown in Figure 4-6(c), the reduced actuator speed leads to a

controlled deceleration of the bucket, which comes to rest in front of the obstacle.
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Figure 4-6. Bucket stopping behaviour under valve failure behaviour

In contrast, the stuck valve failure shown in Figure 4-6(d) causes continued bucket motion
beyond the defined stopping position. The movement stops in the mechanical end position
of the excavator attachment. This behaviour indicates that the hydraulic flow through the
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valve is not interrupted, despite the presence of a stop command, and illustrates a safety-
relevant failure mode in which unintended motion persists due to clamping of the valve.

4.3. Evaluation

The simulation results show that the implemented diagnostic concept reliably detects sensor
drifts, signal offsets and hydraulic malfunctions before the defined safety limit is exceeded.
The Category 2 architecture [8] with redundant sensors which is consistent with the
functional safety objectives for earth-moving machinery as defined in ISO 19014 [7],
increases failure tolerance and enables early detection of degrading behaviour. The
combination of DSHplus® [1,2] and Cube® [1, 2] allows systematic execution and
evaluation of extensive test series while maintaining traceability. To place the obtained
diagnostic coverage results in a broader context, Table 4.2 compares the proposed
simulation-based DC evaluation with conventional datasheet-based approaches. The
comparison highlights differences in scope, validation depth, and the integration of FMEA-
derived failure modes [4, 10], illustrating the added value of time-resolved, system-level
fault-injection-tests for assessing diagnostic effectiveness.

Table 4.2. Comparison of datasheet-based & simulation-based DC evaluation

Aspect Datasheet-based Simulation-based Evaluation
P Evaluation (Fault-Injection-Test)

Scope Component Level System level (including software logic)

Basis Static manufacturer data | Dynamic failure behaviour under
(MTTFD, DC values) realistic conditions

Focus Hardware reliability Algo'rlthmlc failure detection and

reaction
. Assumed via design Verified through time-resolved detection

Detection proof
parameters response

Performance . Practical validation within virtual

R Theoretical .

Level Validation environment

Limitation Cannpt asscess con't ol . Requires modelling and simulation effort
algorithm or reaction time

Added value Quick estimation Reahs.tlc validation of .funcnonal safety

behaviour of the machine

Integration of Not considered - datasheet | FMEA-identified failure used for

FMEA results assumes ideal operation | targeted fault-injection tests

Phase in L . D

V-Model Hardware validation System and machine validation

4.4. Cube-Based Evaluation

The simulated test cases are evaluated using the automated Cube® [1,2] workflow
environment, which coordinates simulation execution, data processing, result visualisation,
and documentation in a predefined and reproducible sequence. In combination with the
automated Cube® workflow for execution, parameter management, and result evaluation,
the virtual twin is extended to a digital twin [1, 14] representation in accordance with the
concepts described in the literature [14] and their implementation in an automated
simulation and workflow [1]. Coupling the DSHplus® [1, 2] simulation model with the
Cube® workflow enables automatic execution of parameter variations and failure scenarios
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under consistent test conditions. The evaluation shows a substantial reduction in manual
engineering effort, while the numerical simulation runtime per test case remains comparable
for manual and automated execution. The observed efficiency gain is achieved by
eliminating repetitive manual tasks such as parameter configuration, data storage, post-
processing, and result documentation rather than by accelerating the simulation itself.
Individual simulation runs require only a few seconds, allowing parameter studies with
numerous failure scenarios to be completed within minutes. In contrast, equivalent real-
machine tests typically require several minutes per test case due to machine setup, repeated
execution, and data acquisition, which limits the number of scenarios that can be
investigated. In a manual simulation workflow, the surrounding engineering activities
typically dominate the total effort per test case, whereas the Cube®-based execution
performs these steps deterministically without user interaction. In addition, the automated
workflow improves reproducibility and result quality by applying all test parameters
consistently and eliminating handling errors associated with repeated manual testing. The
simulation environment further allows the investigation of critical or hazardous scenarios,
such as collision conditions or complete failure of safety functions, which cannot be
systematically explored in real-machine experiments. Overall, the Cube-based evaluation
provides a reproducible framework for system-level assessment of diagnostic performance,
enabling higher test coverage with significantly reduced engineering effort compared to
conventional manual or real-machine testing. The benefit of the Cube®-based approach
therefore lies not in faster simulation, but in the systematic reduction of manual effort and
variability in the evaluation process.

5. SUMMARY AND CONCLUSION

This work shows that simulation-based fault-injection testing can be used to evaluate
diagnostic behaviour of safety-related control functions in a time-resolved and system-level
manner. The purpose of the presented approach is not the simulation itself, but the generation
of early and reproducible evidence for diagnostic performance under defined failure
conditions, which is difficult to obtain by conventional testing methods. The results
demonstrate that diagnostic coverage is strongly influenced by the temporal characteristics
of failures and by the domain in which failures occur. Slowly developing sensor
degradations and hydraulically induced effects may lead to delayed detection, even if the
implemented diagnostic logic is functionally correct. This highlights that diagnostic
effectiveness cannot be assessed solely on a structural or datasheet level, but requires
dynamic evaluation under realistic operating conditions. From a development perspective,
the approach supports decision-making by shifting extensive diagnostic validation from late-
stage physical testing to an earlier simulation-based phase. This enables systematic
comparison of design variants, monitoring strategies, and parameter settings before
hardware availability, while maintaining traceability to FMEA-derived failure assumptions.
In summary, the presented methodology provides a means to validate diagnostic concepts
with respect to timing, coverage, and system interaction, thereby supporting robust safety
design and reducing the risk of late-stage design iterations. Although the movement limiter
already provides a high level of operational safety, the results indicate that the dynamic
diagnostic coverage identified by the FMEA-based digital model cannot yet fully satisfy the
performance requirements. Consequently, the simulation results reveal the need for further
refinement of both the movement limiter algorithms and the associated diagnostic strategy.
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