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Foreword

The Internet of Things (IoT) connects everything on our bodies, in our homes,
cities, and factories to the Internet to create a new reality of a connected
world. Imagine a person driving an autonomous vehicle driving though con-
nected traffic lights wearing a connected pacemaker. Every connected thing
comes with security risk with the potential for hackers to target the person.
Even security updates of Al inference models on these devices can be hacked
when the device makers send an OTA or Over the Air update.

Blockchain gives you a distributed ledger in the cloud that is secure from
tampering because it is cryptographically secured with transparent access to
everyone equally.

Blockchain is used with the Internet of Thing (IoT) systems to track
every access point of the device thereby ensuring security. Blockchain offers
additional transparency to a supply chain or logistics process by offering new
insights to where the products originated and how it traveled to the endpoint.
Imagine knowing which farm produced the coffee you are drinking and every
step it traveled to reach your Barista. Blockchain also helps secure complex
systems such as mines, hospitals and critical infrastructures such as water and
energy systems.

I have watched Prof. Banafa’s passion for IoT over the past years as he
researched IoT markets with special focus on Industrial IoT with his articles,
talks, and teaching.

Read this book to understand IoT solutions, as Prof. Banafa demystifies
the grey areas of Edge, Fog and Cloud and drills down to provide clarity to the
integration of new technologies such as Blockchain and Atrtificial Intelligence
on how they fit to make IoT secure. Treasure this book as you will be re-
reading and coming back to it several times as you build the connected world
of the Internet of Things.

Sudha Jamthe
CEO, Author IoTDisruptions
& Stanford Continuing Studies IoT and AV Business Instructor
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xii  Foreword

We live in exciting times where technology emergence is making us
reinvent the world around us. There is no single technology that can help
this transformation, but the confluence of many emerging technologies such
as IoT, Al, Blockchain, AR/VR, Edge Computing will enable the current
generation to visualize and discover new ways of doing things, that were
earlier not possible. And this transformation will cut across every aspect
of our life: Consumer to Enterprise, Community to Government, Homes to
Hospitals, Art to Law, Engineering to Medicine, Infants to Elderly, Poor to
Rich, impacting every form of life and resource on this planet and beyond.

And that bring us face to face with the challenges that it will bring
relating to privacy and security, and the associated vulnerabilities that the
new technologies bring. The human mind has, however, always fought these
challenges and emerged successful, rather than letting these challenges con-
sume us. The Blockchain is an ingenious approach that provides secure
and trustless decentralized framework that holds the promise to provide an
impregnable and transparent transaction system.

“Secure and Smart Internet of Things (IoT): Using Blockchain and AI”
by Prof Banafa is one such book that has covered various types of emerging
technologies, their convergence, and the supporting technologies like Mist
and Fog Computing, that have emerged to take Al from the cloud to the edge.
I have known Prof Banafa for many years and have a deep appreciation for
his ability to mix academics with industry use-cases to make them relevant
for applications in various domains. Apart from being a “#1 Voice to Follow
in Tech” on LinkedIn, his prophecies of technology evolution have been very
accurate. In this book, he shares his valuable technology insights that will be
very useful to aspiring innovators to set them thinking on the right path.

My advice to readers is to relate the technologies discussed here, in
context of their own ideas and visions, to discover how they can play an
instrumental role in building the emerging new world that will bring peace,
joy, and happiness to all.

Sudhir Kadam
Startup Alchemist, Silicon Valley Emerging Tech Expert
Board Member at IIT Startups



Foreword  xiii

In Secure and Smart Internet of Things (IoT) using Blockchain and Al,
Ahmed, a seasoned and revered stalwart on IoT and cybersecurity chronicles
the vanguard of what science fictionists once called Skynet: the set of tech-
nologies converging at warp speed to create a massive intelligent machine
or device network. The revolution of “Internet of Things” is amassing to
some 28 billion devices by 2020 according to some experts. This ubiquity
presents a Cambrian explosion: an unprecedented economic opportunity and
is consequently poised to spark an arms race in cybercrime or cyberwars. It
is crucial to grasp the magnitude of the cybersecurity risks and the challenge
device manufacturers face. Imagine for a moment the chaos that would ensue
when a rogue entity commandeers a system of autonomous vehicles operating
in a smart city. Worse yet, imagine a world of interconnected healthcare
systems being hijacked and mission critical information for patient treatment
is held ransom or is compromised. There is no question that we approach a
world where cybercrime and cyberwar is dire. Its no longer science fiction.
Thanks to Ahmed who has done most of the homework for us in presenting
a cogent methodology to counter this formidable threat. To anyone from
(smart)home-owners to business-owners and in between - Secure and Smart
Internet of Things using Blockchain and Al is the call to action!

Abood Quraini
Sr. Manager, Hardware Engineering at NVIDIA






Preface

By 2020, experts forecast that up to 28 billion devices will be connected
to the Internet with only one third of them being computers, smartphones,
smartwatches, and tablets. The remaining two thirds will be other “devices” —
sensors, terminals, household appliances, thermostats, televisions, automo-
biles, production machinery, urban infrastructure and many other “things”,
which traditionally have not been Internet enabled.

This “Internet of Things” (IoT) represents a remarkable transformation
of the way in which our world will soon interact. Much like the World
Wide Web connected computers to networks, and the next evolution mobile
devices connected people to the Internet and other people, IoT looks poised to
interconnect devices, people, environments, virtual objects and machines in
ways that only science fiction writers could have imagined. In a nutshell the
Internet of Things (IoT) is the convergence of connecting people, things, data
and processes; it is transforming our life, business and everything in between.
This book Secure and Smart IoT explores many aspects of the Internet of
Things and explains many of the complicated principles of [oT and the new
advancements in IoT including using Fog Computing, Al and Blockchain
technology.

This book is divided into 6 parts:

Part 1: What Is IoT?

Part 2: IoT Implementation & Standardization Challenges
Part 3: Securing IoT

Part 4: Al, Fog Computing and IoT

Part 5: The Future of IoT

Part 6: Inside Look at Blockchain

Audience

This book is for everyone who would like to have a good understanding
of IoT and its applications and its relationship with business operations

XV
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including: C-Suite executives, IT managers, marketing & sales people,
lawyers, product & project managers, business specialists, students. It’s not
for programmers who are looking for codes or exercises on the different
components of IoT.

Acknowledgment
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PART 1

What Is IoT?






1

Internet of Things: The Third Wave?

The Internet of Things (IoT) is the network of physical objects
accessed through the Internet. These objects contain embedded tech-
nology to interact with internal states or the external environment. In
other words, when objects can sense and communicate, it changes how
and where decisions are made, and who makes them, for example, Nest
thermostats.

The Internet of Things (IoT) emerged as the third wave in the
development of the Internet. The Internet wave of the 1990s connected
1 billion users, while the mobile wave of the 2000s connected another
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2 billion. The IoT has the potential to connect 10 times as many
20 billion “things” to the Internet by 2020, ranging from bracelets
to cars [17]. Breakthroughs in the cost of sensors, processing power
and bandwidth to connect devices are enabling ubiquitous connections
at present. Smart products like smart watches and thermostats (Nest)
are already gaining traction as stated in the Goldman Sachs Global
Investment Research report.

IoT has key attributes that distinguish it from the “regular” Internet,
as captured by Goldman Sachs’s S-E-N-S-E framework: Sensing, Effi-
cient, Networked, Specialized, Everywhere [1]. These attributes may
change the direction of technology development and adoption, with
significant implications for Tech companies — much like the transition
from the fixed to the mobile Internet shifted the center of gravity from
Intel to Qualcomm or from Dell to Apple.

A number of significant technology changes have come together to
enable the rise of the IoT. These include the following [1]:

e Cheap sensors — Sensor prices have dropped to an average 60
cents from $1.30 in the past 10 years.

e Cheap bandwidth — The cost of bandwidth has also declined
precipitously, by a factor of nearly 40 times over the past 10 years.

e Cheap processing — Similarly, processing costs have declined by
nearly 60 times over the past 10 years, enabling more devices to
be not just connected, but smart enough to know what to do with
all the new data they are generating or receiving.

e Smartphones — Smartphones are now becoming the personal
gateway to the IoT, serving as a remote control or hub for the
connected home, connected car or the health and fitness devices
that consumers have increasingly started to wear.

e Ubiquitous wireless coverage — With Wi-Fi coverage now ubig-
uitous, wireless connectivity is available for free or at a very low
cost, given Wi-Fi utilizes unlicensed spectrum and thus does not
require monthly access fees to a carrier.
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e Big Data — As the IoT will, by definition, generate volumi-
nous amounts of unstructured data, the availability of Big Data
analytics is a key enabler.

e /Pv6 — Most networking equipment now support IPv6, the newest
version of the Internet Protocol (IP) standard that is intended to
replace IPv4. IPv4 supports 32-bit addresses, which translates to
about 4.3 billion addresses — a number that has become largely
exhausted by all the connected devices globally. In contrast,
IPv6 can support 128-bit addresses, translating to approximately
3.4 x 1038 addresses — an almost limitless number that can amply
handle all conceivable [oT devices.

1.1 Advantages and Disadvantages of loT

Many smart devices like laptops, smart phones and tablets commu-
nicate with each other through the use of Wi-Fi Internet technology.
Transfer these technological capabilities into ordinary household gad-
gets like refrigerators, washing machines, microwave ovens, thermo-
stat, door locks among others; equip these with their own computer
chips, software and get access to the Internet, and a “smart home” now
comes to life.

The Internet of Things can only work if these gadgets and devices
start interacting with each other through a networked system. The
AllJoyn Open Source Project [2], a nonprofit organization devoted to
the adoption of the Internet of Things, facilitates to ensure that com-
panies like Cisco, Sharp and Panasonic are manufacturing products
compatible with a networked system and to ensure that these products
can interact with each other.

The advantages of these highly networked and connected devices
mean productive and enhanced quality of lives for people. For exam-
ple, health monitoring can be rather easy with connected RX bottles
and medicine cabinets. Doctors supervising patients can monitor their
medicine intake as well as measure blood pressure and sugar levels
and alert them when something goes wrong to their patients online.
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In the aspect of energy conservation, household appliances can
suggest optimal setting based on the user’s energy consumption like
turning the ideal temperature just before the owner arrives home as
well as turning on and off the lights whenever the owner is out on
vacation just to create the impression that somebody is still left inside
the house to prevent burglars from attempting to enter.

Smart refrigerators, on the other hand, can suggest food supplies
that are low on inventory and needs immediate replenishment. The
suggestions are based on the user’s historical purchasing behavior and
trends. Wearable technology are also part of the Internet of Things,
where these devices can monitor sleeping patterns, workout measure-
ments, sugar levels, blood pressure and connecting these data to the
user’s social media accounts for tracking purposes.

The most important disadvantage of the Internet of Things is with
regard to the privacy and security issue. Smart home devices have the
ability to devour a lot of data and information about a user. These
data can include personal schedules, shopping habits, medicine intake
schedule and even location of the user at any given time. If these data
fall are misused, great harm and damage can be done to people.

The other disadvantage is the fact that most devices are not yet
ready to communicate with another brand of devices. Specific products
can only be networked with their fellow products under the same brand
name. It is good that The AllJoyn Open Source Project [2], is ensuring
connectivity, but the reality of a “universal remote control” for all these
devices and products is still in its infancy.



